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(57) Abstract 

A remote mains meter reading system comprises a mains system (10, 11, 13, 14), a central station (LQ, and a plurality of meters 
(Ul-Ull) ccromunicating with the central station by means of messages passed over the mains system. All of the meters act also as 
message forwarding (relay) units, but knowledge of the topology of the system (i.e. which meters can communicate with which) is known 
only to the central station. All messages are sent out by, and return to, the central station, the message format includes a list of meters 
through which the message is to pass. The central station can send out a variety of enquiry (SEARCH) messages to determine the system 
topology, assign labels to meters, etc. If the mains system includes link boxes coupling different areas together, these boxes preferably 
filter out messages and includes link units which controllably couple the different areas together. 



BNSDOCID: <WO 9501030A1_L> 



FOR THE PURPOSES OF INFORMATION ONLY 



Codes used to identify States party to the PCT on the front pages of pamphlets publishing international 
applications under the PCT. 



AT 


Austria 


GB 


United Kingdom 


MR 


Mauritania 


AU 


Australia 


GE 


Georgia 


MW 


Malawi 


BB 


Barbados 


GN 


Guinea 


NE 


Niger 


BE 


Belgium 


GR 


Greece 


NL 


Netherlands 


BF 


Burkina Faso 


HU 


Hungary 


NO 


Norway 


BG 


Bulgaria 


IE 


Ireland 


NZ 


New Znland 


BJ 


Benin 


IT 


Italy 


PL 


Poland 


BR 


Brazil 


JP 


Japan 


PT 


Portugal 


BY 


Belarus 


KE 


Kenya 


RO 


Romania 


CA 


Canada 


KG 


Kyrgystan 


RU 


Russ ian Federation 


CF 


Central African Republic 


KF 


Democratic People's Republic 


SD 


Sudan 


CG 


Congo 




of Korea 


SE 


Sweden 


ce 


Switzerland 


KR 


Republic of Korea 


SI 


Slovenia 


CI 


Cote d'lvoirc 


KZ 


Kazakhstan 


SK 


Slovakia 


CM 


Camerooo 


U 




SN 


Senegal 


CN 


China 


LK 


Sri Lanka 


TD 


Chad 


CS 


Czechoslovakia 


LU 


Luxembourg 


TG 


Togo 


CZ 


Czech Republic 


LV 


Latvia 


TJ 


Tajikistan 


DE 


Germany 




Monaco 


TT 


Trinidad and Tobago 


DK 


Denmark 


MD 


Republic of Moldova 


UA 


Ukraine 


ES 


Spain 


MG 


Madagascar 


US 


United States of America 


n 


Finland 


ML 


Mali 


UZ 


Uzbekistan 


FR 


France 


MN 


Mongolia 


VN 


Viet Nam 


GA 


Gabon 











BNS0OC1D: <WO 9501030A1_L> 



WO 95/01030 



PCT/GB94/01391 



- i - 

Meios Signalling Systems 

The present invention relates primarily to mains signalling systems, though 
it is also applicable to other systems having similar characteristics. 

Contents 

Part I: Introduction 

Mains signalling - general 
Mains signalling - metering 
Mains signalling - problems 
The present invention 
Message routing 
Topology monitoring 
Meter identification 
' Part II: Specific Embodiments 

Mains system and system topology 
Message format and transmission 
Meter (and local controller) structure 
Topology determination 
Route optimization 
Addresses, labels, and identifiers 
Multiple controllers 
Link boxes 

Introduction 

Mains signalling - general 

In most major countries, electricity is supplied on a wide scale by electricity 
generating and distribution companies (electricity utilities). The distribution 
network normally consists of a large number of consumer voltage networks to 
which domestic and small business consumers are connected, with the consumer 
voltage networks being supplied through an intermediate and high voltage 
distribution system. The distribution network, or various portions of it, is 
commonly termed the grid or the mains (the term "grid" is more commonly used 
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for the intermediate and high voltage portions, the term "mains" for the final 
consumer voltage portions). We will use the term "low voltage" for the consumer 
voltage networks, which may for example operate at l!0 V or 230 V, or 440 V 3- 
phase. (These voltages are of course high compared to the internal voltages 
typically 3.3 V or 5 V, at which most electronic equipment operates.) 

The use of the mains for signalling has often been proposed. Systems are 
available for intercommunication between rooms in domestic premises (typically for 
"baby alarms"), for coupling to the telephone system, and for transmission of data 
between computer units. Many proposals have also been made for the use of 
mains signalling for remote meter reading (primarily for electricity meter., 
though gas and other meters can in principle be coupled to the mains for this 
purpose, preferably through electricity meters). Such signalling is termed 

mains, mainsborne, or power line carrier (PLC) signalling. 

There is in fact an international standard now for such signalling, using 
frequencies in the general region of 3 - 150 kHz. (The standard is CENELEC 
EN50065.1, which specifies that frequencies in the band 3 - 148.5 kHz are avail- 
able for signalling on low voltage electrical installations. This bandwidth is 
divided into several smaller bands with various uses and permissions associated 
with them; for example, the 9-95 kHz band is reserved for electricity suppliers 
and their licencees.) 

Mains signalling - metering 

The signalling which is performed by the electricity suppliers is likely to 
be largely concerned with metering and more generally with load and system con- 
trol. This will therefore largely operate over the low voltage portions of the 
mains. There will be a central station or controller, which can conveniently be 
located at a distribution transformer from the intermediate or high voltage grid 
to the low voltage mains, and this central station will communicate over the (low 
voltage) mains with the meters of the various premises (largely household or 
domestic and small commercial) on the mains. 

The central station will normally collect information from the meters with 
which it communicates and be coupled with some higher level control means such 
as a master station which is coupled to several such central stations. This 
coupling may be over some independent transmission medium such as the tele- 
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phone system, but may use the mains or grid system. These higher level com- 
munications must of course be independent of the communication between the cen- 
tral station and the consumer meters. This can be achieved by using different 
frequency bands or by using the intermediate and high voltage grid systems 
therefor, since such signals do not normally pass through power transformers 
effectively. 

In principle, however, the area served by a single central station may 
extend beyond the low voltage mains coupled directly thereto, through parts of 
the intermediate or high voltage grid into further distinct low voltage areas. 
This can be achieved by providing means for coupling the signals round the 
power transformers if necessary. 

Mains signalling - problems 

There are however two major problems with mains signalling. One is that 
the mains tend to be noisy, as a result of loads being switched on and off and 
from the inherent characteristics of certain types of loads. The other major 
problem is that there is significant dissipation or attenuation at the preferred 
signal frequencies; further, the attenuation is dependent on the particular 
operating conditions of the mains system, and varies according for example to 
the loading of the system. 

Remote meter reading has therefore not achieved significant practical imple- 
mentation, and a significant reason for this is the limited distances over which 
signalling can be accomplished reliably. 

The noise problem can generally be overcome by a variety of known tech- 
niques, such as error detection and correction techniques, requiring acknowledge- 
ment of reception, and repetition of lost messages. 

4 

The attenuation problem is to some extent related to the noise problem, 
9 since the effect of low level noise will increase as the signal level falls. Thus 

good techniques for overcoming noise will to some extent compensate for signal 
attenuation. However, the signal level will eventually fall below the level at 
which it can be reliably detected even in the absence of significant noise. Some 
further technique for overcoming the attenuation problem is therefore required. 
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A standard technique for overcoming attenuation problems in transmission 
systems generally is to provide suitably located relay stations. In the context of 
mains signalling, however, this technique has various problems. The inclusion 
of relay stations in the system increases the complexity and expense of the 
system, and the installation of the relays can present considerable difficulties. 
Further, a considerable number of relay stations will generally be required, 
because it is necessary to locate them to cope with the "worst case" situations in 
all parts of the system, ie where the attenuation is at the maximum which can 
reasonably be anticipated throughout the system. (There may for example be 
potential "dead spots", due eg to signal reflections, close to the signal source 
while communication to more distant locations is still reasonably reliable.) Yet 
another complication is caused by the fact that the mains system itself may be 
extended or modified over time. 

As an alternative to using relay stations, proposals have been made for the 
use of certain of the end units themselves to perform the function of relays. 

US 4 230 989 (Buehr le/Engineered Systems) is concerned with a radio com- 
munication system in which a remote station may be unable to communicate directly 
with the central station. To overcome this, the central station communicates with 
the remote station via a further remote station termed a partner station. The 
partner station is programmed to transmit and receive messages for the remote 
station Cas well as for itself, of course). The remote station is assigned a new 
address, and the partner station changes the address in messages for the remote 
station from its original address to the new address in messages going from the 
central station and the other way round in messages going to the central station. 

EP 0 201 253 A (Trask & Wiener/EMI) shows a mains signalling system in 
which certain of the meters are also used as relays. If the central station finds 
that it cannot reach a distant meter directly, it sends the message instead to a 
relay meter, and that relay meter then sends the message to to distant meter. If 
one of these sub-links also fails, eg that between the central station and the 
relay meter, the central station may then try to send the message to a second, 
closer relay meter which in turn tries to send it to the (first) relay meter, and 
so on. 
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The present invention 

We have realized that these problems can be overcome by providing substan- 
tially all meters with a repeater function. According" to this aspect of the 
invention, therefore, there is provided a remote mains meter reading system com- 
prising a mains system, a central station, and a plurality of meters communicating 
with the central station by means of messages passed over the mains system, in 
which substantially all of the meters act also as message forwarding (relay) units. 

Thus substantially all of the relay units also incorporate metering (end 
unit) functions; similarly, substantially all of the meters also incorporate relay 
unit functions. Thus both relays and meters can simply be termed units (as can 
also the central station). 

It will be realized that the meters may, in addition to being read, also be 
controlled to some extent by the central station (eg to set tariff rates). Fur- 
ther, the meters may be used for other messaging functions, eg reading gas and 
water meters (suitably coupled through the electricity meters), alarm signalling 
systems etc. 

Each meter contains message receiving circuitry and message transmitting 
circuitry. Each meter also listens continuously for messages, and must accept 
any message which it hears to determine whether or not the message is directed 
to that meter. Where appropriate, we shall distinguish messages which reach a 
meter by describing the meter as "hearing" any message which reaches it, but 
"receiving" the message only if the message is directed to that meter. 

For the meter to act as a repeater or relay, therefore, no significant 
additional circuitry is required in the meter. All that is required in a slight 
amount of additional processing, for the meter to determine whether it is to act 
v as a relay unit and, if so, to retransmit a message which it has received. 

The topology of the communication system will normally be branched. That 
is, the central station will normally communicate directly with several meters, each 
of those will normally communicate with several further meters, and so on. (The 
topology of the communication system is somewhat abstract, and must be distin- 
guished from the physical topology of the mains system which supports the com- 
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The simplest form of message routing management is for the meter list to 
remain in a message permanently, from its initial sending out by the central 
station to its return to the central station. However, as the message returns to 
the central station, each meter can obviously be dropped from the list as the 
message passes through that meter. More radically, meters can be deleted from 
the list on the outward journey of the message if t for each meter the message 
passes through, its identity is retained by the next meter. Each meter through 
which the message passes will then retain a minimal amount of routing informa- 
tion - the identity of the next meter on the route back to the central station. 

Topology monitoring 

? A feature of the present system is that it can readily be made adaptive to 

• changes of topology. This is particularly important for mains meter reading. 
The transmission characteristics of the mains supply system are liable to change 
(over time periods of the order of minutes to hours). Also, there will be occa- 
sional changes in the number and locations of the meters of the system. Both 
these types of changes will change the topology of the system. 

To monitor the topology, the central station sends out search messages 
which request identification from meters receiving them - which, in informal 
terms, ask "Is anybody there?". CFor this, any message heard by a meter is 
necessarily also received by it.) Each such message is sent through a chain of 
known meters, the last of which (the end-of-chain meter) broadcasts the request 
for identification. (The central station itself can be regarded as the end-of- 
chain unit for the initial stage of topology monitoring.) 

; Any meter receiving the identification request responds with its identifica- 

; tion. and the end-of-chain meter returns a reply to the central station including 
that identification. Usually, there will be several responses to a request for 
* ; identification. Obviously, only meters which can achieve bidirectional communi- 

i cation with the end-of-chain meter will be identified. 

The central station can therefore gradually construct a map of the system. 
It first transmits a request for identification, and records those meters which 
respond, as being 1 step away from itself. It then sends, to each of those 
f meters in turn, a message setting up that meter as an end-of-chain meter and so 
; constructing a list of meters which are 2 steps away from itself. The process 
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{.- 

/ is repeated until all meters in the system have been recorded. The topology of 

i 

! the system can thus be determined. 

The topology of the system can then be continuously maintained as a back- 
i ground process, so that changes in the topology (ie meters losing communication 
t with each other or communication between meters becoming possible) can be 
tracked. 

\ 

Meter identification 

We have assumed so far that each meter has a single distinctive address, 
which is used for all purposes (specifically, for identifying it and addressing it). 
It is however preferable for each meter to have a unique identifier (which may 
be assigned to it during manufacture), and also to be assigned a distinctive label 
by the central station (with the labels being distinct from the identifiers). In 
practice, the labels can be usually considerably shorter than the identifiers, so 
that messages are shortened. 

The use of identifiers and labels allows two modes of operation, which we 
will term general and restricted. 

In the general mode, when the central station sends out a request for iden- 
tification, a meter receiving the request returns its label if it has one and its 
identifier if not. The central station can thus immediately distinguish thobxi 
meters which it has already established communication with from meters which it 
has not yet established communication with. When the central station receives an 
identifier, it returns a message to the relevant meter assigning it a label. 

The restricted mode of operation is for only unlabelled meters to respond 
to requests for identification. This mode of operation is somewhat simpler than 
the general mode. The general mode is capable of generating a full topological 
map, including redundancies, while the restricted mode generates a minimal span- 
ning tree. 

We have assumed so far that there is a single central station. In a large 
grid system with many consumers, the use of a single central station can lead to 
unduly long signal paths (ie paths with high hop counts) and to message conges- 
tion, and makes the system unduly reliant on the integrity of the grid and the 
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central station. It is therefore often desirable to have a plurality of central 
stations. 

if each meter has a single distinctive address, then each central station can 
potentially reach the entire network. The network can be partitioned between 
central stations by the somewhat crude technique of limiting the signal path 
lengths. This will usually result in many meters being in communication with 
more than one central station. The information by each central station must 
then be compared with that gathered by the central stations, so that duplicated 
copies of information from a single meter gathered by the second central station 
can be deleted. 

The use of identifiers and labels allows this problem to be overcome. The 
labels are chosen so that each central station has a unique set of labels for 
assignment to its meters. If one central station, after sending out a request for 
identification, receives in response a label assigned by another central station, it 
can ignore that response. 

This system can be slightly modified and expanded by allowing the central 
station to keep a record of the meter as belonging -to another central station. 
The central station can then, for example, use that meter as a relay unit, but not 
as an end unit. 

The system can be further modified and extended by including, in the labels, 
a distance Chop count). If a central station finds that it is much closer to a 
meter than the central station which has given that meter a label, it can relabel 
that meter with a label of its own. (It may also be possible for central stations 
to exchange information and so rationalize the partitioning of the meters.) 

Specific Embodiments 

A communication system embodying the invention and variants thereof will 
now be described, by way of example, with reference to the drawings, in which: 

Fig. 1 shows a mains power distribution and metering system; 

Fig. 2 shows the topology of the Fig. l system; 
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Fig. 3 is a block diagram of a meter of the Fig. 1 system; and 

Fig. 4 is a block diagram of the central station of the Fig. 1 system. 

Mains system and system topoiogy 

Fig. I shows a mains system powered from a substation 10. The system 
comprises a main branch 11 connected to the substation 10 via a line 12, a 
second branch 1 3, and a loop branch 14. A central station (local controller) LC 
is connected to the system adjacent to the substation 10, and various user con- 
sumption meters Ul-Ul 1 are connected throughout the system as shown. (It will 
often be convenient for the local controller to be located at the substation, but 
this is not essential.) All the meters can also act as relay units. 

The mains system is shown in highly simplified form; in practice, it will 
typically extent over an area of the order of 1 km in diameter, and the number 
of meters will typically be in the region of 100 to 1000. 

Fig. 2 shows a typical topology for this system. The local controller LC 
can communicate with meters U1-U3; meter Ui can communicate onwards with 
meters U4 and U5; and so on. This tree corresponds roughly with the physical 
closeness of the meters in the physical network of Fig. 1, but the correspondence 
will in general not be exact. 

Communication in this system is essentially through and controlled by the 
local controller; this is the master, with all the meters being slaves. Broadly, 
each meter accumulates information regarding the electricity consumption which it 
measures, end the local controller gathers this information from the meters. 
The local controller can also control the meters, eg by changing their tariff 
rates. Any convenient message encryption and/or authentication scheme can be 
used if desired; for example, each meter can have suitable keys for these pur- 
poses. 

in a typical system, the maximum path length, ie the maximum number of 
hops required for the local controller to reach a meter, will be 3 or 4. In some 
systems, however, the number of hops required to reach the most remote meter 
may be considerably greater than that. 
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Message format and transmission 

To read the contents of a meter or to control it, the local controller sends 
out a message to the meter, and the meter returns the message suitably modified. 
(In principle, if the message is a pure control message the meter need not return 
it; but in practice, it is desirable for the meter to return such a message as an 
acknowledgement and confirmation that the message has been received.) 

The message format comprises three main fields: a command field, a route 
field, and a data field. (Obviously the details of the message format may be 
varied slightly. For example, each message may be given a serial number, so 
that the local controller will be able to distinguish between different messages 
returning from the same meter.) 

The command (or instruction) field defines the action which the meter is to 
take: eg return a reading, or change a tariff setting. 

The data field is used primarily for the data involved (eg a meter reading 
being returned, or a new tariff setting), but can also be used as an extension to 
the command field (eg to indicate which of various .possible readings is to be 
returned); in some instances, the data field may be empty or absent. 

The route field defines the path which the message is to take through the 
system from the local controller to the meter and back again, and comprises a 
control subfield and a label sequence - a sequence of meter labels defining that 
path. The control subfield includes a direction indicator (eg O for outbound 
and I for inbound, which can be coded as a single bit), a label sequence length, 
and a marker which is effectively moved along the label sequence es the message 
moves through the system to indicate the next meter which is to receive it. The 
marker may consist of a pointer in the control subfield. We will term the label 
indicated by the marker the active label. This marker is moved along the label 
sequence as the message passes through the system. 

Thus for a message being sent to meter U7, for example, the data path field 
will initially consist of a control subfield 0-3-2 and a label sequence LC-U3-U7. 
In the control subfield, the first character, O, indicates that the message is an 
outbound one, the second is the label sequence length, and the third is the poin- 
ter. When the message is first sent out by the local controller, the pointer 
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indicates meter U3. This message reaches meters Ul to U3 (and possibly other 
meters as well). Each meter which hears the message looks at the active label, 
and ignores (discards) the message if that label is not the meter's label. Thus 
meter Ul will hear the message, but will discard it because the active label (U3) is 
not the label of that meter. Meter U2 will similarly hear the message but 

discard it. 

Meter U3 hears and receives the message, as the label of this meter matches 
the active label. Meter U3 therefore increments the pointer to point to the next 
label in the label sequence, ie to U7, so that the control subfield is now 0-3-3. 
Meter U3 then sends the message out. Again, several units (the local controll 
LC. meters U6, U7, and U8, and possibly other meters as well) will hear the 
message. Of these units, all except meter U7 will discard the message as their 
labels do not match the active label (U7) in the message. 

Meter U7 will hear and receive the message, recognizing that it is the 
intended recipient as its label will match the active label. The active label is 
now the final label in the label sequence, so the message has now reached its 
final destination, as indicated by the fact that the label sequence length and the 
pointer are now equal. Meter U7 will therefore carry out whatever operation is 
specified by the command field of the message; eg loading a reading into the data 
field of the message. This meter will also change the direction indicator to I, 
and decrease the marker to point to the next label back along the label sequence 
(ie to point to U3),so that the control subfield is now 1-3-2. It will then sei. 
the message out. 

* As before, the message is likely to be heard by various units, of which all 
but meter U3 will discard it. Meter U3 will receive it, decrement the pointer to 
point to the next label back along the label sequence (so that the control subfield 
is now f-3-1), and send the message out. Again, the message is likely to be 
heard by various units, of which all but the local controller LC will discard it. 
The local controller will recognize that the active label matches its own label, and 
will therefore receive and process the message appropriately. 

This message transmission system can in principle be extended relatively 
easily to allow different outward and return paths. However, to utilize that 
effectively, topology information would have to be gathered separately for vari- 
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ous potential the outward and return hops between, units, and that information 
would be extremely difficult to gather effectively. 

As described so far, the full label sequence is maintained in the message 
throughout its travel from the local processor to the final destination end back 
again to the local controller. The system can however be modified to allow the 
label sequence to contract as the message passes through the system. 

The labels for the meters through which the message has already passed on 
its return path to the central processor are clearly superfluous. Thus for a 
message in its return path, each meter can delete its label from the message 
(though it may be convenient to retain the label of the final destination in the 
message.) The pointer is then not required either in the returning message. 
This technique has a significant advantage in reducing the average message 
length. 

Preferably, however, a more substantial modification is made to the basic 
message transmission system. In this modification, the labels in a message are 
deleted one by one on the outurerd journey of the message. To enable a return 
path for the message to be found, each meter strips off, from the label sequence, 
the label of the preceding meter in the sequence, and retains that label in a 
return label register. On the return journey of the message, each meter for- 
wards it to the unit whose label it has retained in its return label register. 
This technique further reduces the average message length. 

Thus for a label sequence of say LC-U3-U7-U1 5, meter U3 receives the 
message from the local controller LC; this meter U3 strips off and retains the 
preceding label, LC. and transmits the message with the shortened label sequence 
U3-U7-U15. Meter U7 receives the message, strips off and retains the label U3. 
and forwards the message with the shortened label sequence U7-U15. The final 
unit, meter U15, receives the message, takes whatever action is required, and 
returns the message with the label U7. When meter U7 receives the message, it 
looks up its stored label (U3) and sends the message to meter U3. When meter 
U3 receives the message, it looks up its stored label CLC) and sends the message 
to unit LC. 

The amount of processing which each meter has to perform in forwarding a 
message is not significantly affected by this technique, and the storage require- 
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ment for storing a single label is also not significant. This technique requires 
the message paths to the various different meters form a strict tree, but the 
optimal paths form a strict tree anyway. The processing burden on the meters 
is increased, but only to the extent of requiring each meter to be able to retain 
a single "return" address. This return address is updated every time an out- 
ward message passes through the meter, and has to remain valid only for the time 
required for the message to reach its final destination and return on its way 
back to the local controller. 

If, after a message has been sent out, the topology of the system changes 
and a further messas^ is sent out over a similar route before the first messag- 
has returned, this may result in the first message's return route being changed. 
This will not affect the operation of the system apart from slightly increasing 
the reliability of the return route. 

Meter (and local controller) structure 

Fig- 3 is a simplified block diagram of a typical meter 20 of the system. 
For simplicity, only the parts of the meter concerned with message transmission 
are shown; the meter will of course have further components (not shown) concer- 
ned with the usual metering functions, such as load measurement, charging calcu- 
lations, load control based on tariff rates, etc. 

The meter is coupled to the mains line 11 via a modem 21, which is couple- 
to a message memory 22 which comprises a command memory section 22A, a control 
subfield section 22B, a label sequence section 22C, and a data field section 22D. 
The control subfield section consists of three portions, a direction portion D, a 
label length portion L, and a pointer section P. (The data section may be 
continuous with the label sequence section, with the division between them being 
determined by the label length value.) 

Any message which appears on the mains 11 is fed through the modem 2 1 
into the message memory 22. Once the message is in the message memory, a con- 
trol unit 23 selects, from the label sequence section 22C, the active label (which 
is pointed to by the pointer P in section 22B). The label so selected is 
compared with the label of the meter 20, stored in a meter label unit 24, by a 
label comparator 25. 
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If the active label in the message does not match the label of the meter, 
then the message is ignored, and may be erased. The meter awaits the next mes- 
sage, which will be written into the message memory (thereby erasing the present 
message if that has not already been erased). 

If the active label matches the label of the meter, then the L and P portions 
of the control subfield in memory section 22B are compared by a target compara- 
tor 26, and the result passed to the control unit 23. If the two do not match, - 
then the meter is not the target or intended recipient of the message. In this 
case, the pointer P in section 22B is extracted, incremented or decremented by 1, 
depending on the value of the direction D, by an arithmetic and logic unit 27, 
and returned to section 22B, and the message is then transmitted back onto the 
mains 11 via the modem 21. 

If the target comparator 26 finds that the L and P portions of the control 
subfield in memory section 22B match, then the meter is the target or intended 
recipient of the message. In this case, the control unit 23 extracts the instruc- 
tion from the command section 22A and performs the appropriate actions. This 
may typically involve copying the contents of the data section 22D into a memory 
28, or copying some information from the memory 28 into the data section 22D, 
and possibly changing the contents of some further portion (not shown) of the 
message. In addition, the ALU 27 changes the value of the D section of the 
control subfield in memory section 22B from O to I and decrements the pointer P 
by 1. The control unit 23 then causes the message to be transmitted back onto 
the- mains 11 via the modem 21. 

If the system uses the modified form of message transmission system des- 
cribed above, then the message memory 22 will contain an additional section (not 
shown) for the "return" label, and the control subfield section 22B will be 
slightly simpler since it will not need to contain a pointer subfield. 

The structure of the local controller LC is similar, as shown in Fig. 4, in 
that it has a modem 21', a message memory 22', and a main memory 28'. The 
local controller also includes control means 35 for constructing messages to be 
transmitted and for interpreting and processing messages received back from 
other units. Further, since the local controller is the ultimate source and 

destination of messages, it need not have any relaying capabilities. 
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Topology determination 

In the system as described so far, it is necessary for the local controller to 
include a map (typically, in table form) of the topology the system. By using 
this map, it can construct messages, and their label sequences in particular, which 
will enable it to communicate with any meter. 

In the system as described so far, however, the map has to be predeter- 
mined. In practice, the local controller must be able to monitor or explore the 
system, both to deal with changes in which units can communicate with which and 
to cope with the occasional addition of new meters and removal of existii 
meters. 

For this, a message type SEARCH is used. This message type has the 

message format as discussed above, with the instruction SEARCH in the command 
field. The label sequence is as normal, except that the final label in the 

sequence is missing or absent (empty). 

A SEARCH message is transmitted, just like any other message, along the 
path defined by the label field, until it reaches the end of the path. At this 
point, any meter which hears it finds that the label pointed to by the pointer is 
missing. If the meter detects this condition, it receives the message as well as 
merely hearing it. The label in register 24 is copied into the data memory sec- 
tion 22D and the message is transmitted as a return message (ie with the direc 
tion section of the control subfield in memory section 22B changed from O to 1 
and the pointer P decremented by IX 

instead of detecting that the label pointed to in the label sequence is 
missing, the meter can instead detect that the pointer value matches the length 
value in the control subfield in memory section 22B and that the instruction in 
the command memory section 22A is SEARCH. Similarly, the meter can insert its 
own label in the empty position in the label sequence instead of in the data field. 

When the local controller sends out a SEARCH message, it will therefore in 
general receive a plurality of copies of the message in return, each with the 
label of a different meter. As noted above, suitable repetitions and conventional 
anti-collision measures can be taken to minimize the possibility and effects of 
interference between the return messages. The local controller can thus, by 
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sending out a SEARCH message to each meter in turn, determine the topology of 
the system. Further, once it has determined the topology of the system, it can 
maintain that topology up to date by sending out occasional SEARCH messages to 
confirm that topology. 



For this, the local controller contains (Fig. 4) a topology table 36, consis- 
ting of a plurality of entries 37, one for each unit (including the local control- 
ler itself) in the system. Each entry has two columns, a first column 38 and a 
second column 39; the first column contains a single label, that for the meter 
associated with that entry, while the second column contains the labels of all 
meters with which that meter can communicate. (Unused portions of the memory 
are shown shaded.) 



A topology control unit 40 is coupled to the control unit 35 and has two 
operating modes, initializing and maintenance. In the initializing mode, it causes 
the local controller to construct the topology table 36. For this, it inserts the 
local controller's label in the first column of the first entry in table 36 and 
causes the local controller first to send out a SEARCH message with a label list 
containing only the local controller's label. Each copy of. that message which 
returns carries the label of a meter which the local . controller can communicate 
directly with. These labels are written into the second column (39) of the entry 
in table 36 for the local controller. 

When the entry for the local controller is complete, a new group of entries 
are constructed, one for each label in the second column of the entry just com- 
pleted, with the labels from that column. Each of these entries is then proces- 
sed in turn. For each, a SEARCH message is sent out with a label list contain- 
ing the local controller label and its own (first column) label, and the labels of 
the meters which respond are entered in its second column. As each new label 
is entered in the second column, a check is made to see whether an entry already 
exists for that label; if not, a new entry for that label is added at the end of 
the table. 

By continuing this process, a complete topological table for the system can 
be constructed. Each SEARCH message sent out goes through a chain of known 
meters (the length of the chain can be 0, ie consist of only the local controller), 
and discovers which meters can be reached from the end of that chain. The 
length of the chain gradually increases as the process proceeds, until the entire 
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network has been examined and there are no more meters to be discovered and 
the connections from all meters have been fully explored. 

Obviously the topology can be stored in various other forms. Thus the 
table as described stores each link or hop twice, as each hop appears in the 
entries for both the two units connected by the hop, and it is possible to store 
the topology simply as a list of hops (in which case each hop would be listed 
only once). 

Once the table 36 has been constructed, the topology control unit 40 
changes to its maintenance mode. In this mode, it slowly cycles through ti.^ 
entries in the table 36 f as a background processing task. The entries may be 
taken in a pseudo-random order, to minimize any imbalance of message loading in 
different parts of the network. 

For each entry, a SEARCH message is sent out, and the existing entries 
compared with the labels returned in response to the SEARCH message. If one 
of the existing labels in column 2 is not returned, then it is deleted. If a new 
label appears, then it is entered in the second column and the table is checked to 
see whether there is already an entry for that label. - If there is not, an entry 
for that new label is created and a SEARCH message is sent out for that new 
label to complete that entry. For each change apart from the appearance of a 
new label, an updating of another entry will also be required. 

When the control unit 35 wants to send out another kind of message to a 
meter, it uses the topology table 36 to determine a path to that meter, eg by 
starting with the entry for that unit and backtracking up the table from second 
column values to first column values until the first entry (for the local control- 
ler itself) is reached. The sequence of labels so obtained is entered in memory 
22C as the label sequence for the message. 

Message transmission is never perfectly reliable, as there are many possible 
sources of interference. So if there is no response to a message, the local 
controller will automatically resend it after a suitable interval. 

However, it may happen that the control unit 35 finds difficulty in commu- 
nicating with a meter; it may get no response after several resends, or it may 
have to resend for most messages to that meter. In that case, the topology table 
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36 can be used to try to find an alternative route to the meter. (If the route 
optimization system described in the next section is being used, the hop reliabi- 
lity information can be used to try to find reasonably promising alternative 
routes.) 

It is also useful, for dealing with meters which become difficult to reach, to 
have a variant of the basic SEARCH message type. SEARCH-X. The SEARCH-X 
message asks for the meter X to identify itself by returning an acknowledgement 
if it receives a SEARCH-X message. Depending on the details of the topology 
unit, the control unit may have to send out the SEARCH-X message over all 
known routes, or it may be able to identify meters which are reasonably likely to 
be able to reach meter X and send the message only to those meters (or to those 
meters first). 

If a meter disappears, ie cannot be reached at all by any other meter, then 
its entry obviously has to be deleted, and the entries for the other meters which 
used to be able to reach that meter also have to be updated to reflect the loss of 
that meter. 

It may however be desirable to retain the entry for the lost meter in an 
archive store (not shown) for some reasonable period of time. If the meter is 
only temporarily inaccessible, eg through a temporary fault in that meter or in 
some part of the mains system feeding that meter, then when the meter reappears 
its entry can be recovered from the archive store. This effectively restores 
the topology table 36 to the state which is was in before the meter became 
inaccessible. If, as is likely, the system has not changed significantly apart 
from the occurrence and then correction of the fault making the relevant meter 
temporarily inaccessible, then this restored topology will be close to, if not 
identical to, the actual current topology of the system. The system can thus 
operate immediately on the restored topology. Any minor changes are unlikely 
to affect the operation of the system signif icantly r and these can be identified 
and the topology table updated to match the true current topology of the system 
during background mode topology maintenance. 

The local controller can also send out SEARCH messages to meters close to 
the disappeared meter, in case it has been replaced by a new meter. 
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This technique for determining hop qualities has a serious problem; it 
yields information only about those hops which are actually being used. (It is 
also slow.) 

It is therefore preferred to use a different technique, which we can term 
passive distributed monitoring, for determining hop qualities. This requires 
each unit to include means for recording those units from which it hears mes- 
sages. 

Except for the occasions when a unit is actually sending a message, every 
unit is permanently listening for messages on the power supply network. Wht 
ever a unit hears a message, it stores it and checks it to determine whether it is 
the intended recipient of that message. If the unit is not the intended recip- 
ient, then (as the system has been described so far) it ignores the message. 

For passive distributed monitoring of hop quality, each unit records the 
source of every message it hears. That requires the unit to maintain a "heard 
messages" list, which is a list of all units from which it hears messages together 
with a count of the number of messages heard from each of those units. 

In conjunction with this, the system has a further message type, REPORT- 
HEARD-LJST. The local controller can send this to any other unit in the usual 
way. When a meter receives a REPORT-HEARD-LIST command, it returns its 
heard message list. 

The local controller can thus obtain the number of messages which a first 
meter has heard from a second meter. The local controller can also determine 
how many messages the meter has sent out. (The easiest way is for each meter 
to also keep a record, as part of its heard list, of the number of messages which 
it has itself sent out.) The local controller can therefore readily determine the 
reliability of the hop between those two meters. 

When a meter reports its heard list, it must also clear that list. It is 
preferable for this to be performed in response to a further message type, 
CLEAR-HEARD-LIST, from the local controller, so that it is not cleared until the 
local controller has received the list. That avoids the possibility of the 

contents of the list being lost if the return REPORT message does not reach the 
local controller. 
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the identifier end the new label; the meter copies the label into its label register 
24. 

The NAME message will r like the SEARCH message, have an empty final label 
in its label list. A meter receiving a NAME message with its active label empty 
will treat it somewhat like a SEARCH message; the meter will inspect the DATA 
field to see whether the identifier therein matches the identifier of the meter in 
register 29. and if it does, it will copy the label in the data field into its label 
register 24. 

The use of distinct labels and identifiers allows the use of variants of th^ 
basic SEARCH message. The SEARCH message as so far described is in effect a 
SEARCH-ALL message, which is received and responded to by all meters hearing 
it. Two variants can also be used, a SEARCH-NEW message which only meters 
without labels will receive and respond to r and a SEARCH-OLD message which only 
meters with labels will receive and respond to. 

Multiple controllers 

Many mains systems are fed from only one switching and transformer sta- 
tion, which is the natural location for a local controller. Such systems will 
automatically have only one local controller. But as noted above, a large mains 
or grid system may have more than one local controller. This can happen as a 
result of changes in the LV (low voltage) mains system, eg to provide an addi- 
tional supply to a heavily loaded part of the system served by a switching and 
transformer station, or as a result of message signal coupling through the IV 
(intermediate voltage> side of the switching and transformer stations. (It may 
well be desirable to couple the messages of the present system between the IV (eg 
11 kV> and LV (240 V> sides of the grid system, eg to permit monitoring and 
control of switching and transformer stations, or to permit a single local 
controller to serve several LV mains systems which are geographically large but 
have relatively few meters on them.) 

This presents a risk of "double control"; that is, of two local controllers 
both communicating with the same meter. This can result in the meter receiving 
conflicting information from the two local controllers, eg different tariff rates 
or times of change. Also, if both local controllers read the meter reading, this 
requires some form of higher level monitoring to avoid double charging. It is 
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therefore desirable for the system to minimize the risk of "double control". It 
is also desirable to have some means of rationalizing the division between the 
different local controllers. 

There are two broad types of technique for dealing with this. One is for 
the local controllers to communicate with each other indirectly via the meters; the 
other .is for there to be some higher level form of control and communication 
between the local controllers, either directly or via some higher authority such 
as area controllers. 

One basic principle for resolving potential conflicts is for each controller 
to have a unique disti nguisher. which is included as part (conveniently, the 
initial part) of all labels used by it. Each meter will therefore be associated 
with (owned by) a particular local controller, and will only respond to or relay 
messages from that local controller. 

The local controller distinguishes can be their unique identifiers, but it is 
desirable for the distinguishers to be related to the identifiers in a similar way 
to that in which the meter labels are related to the unit identifiers. 

If -a meter already has a label, it can respond to any SEARCH message by 
returning that label, regardless of which local controller the SEARCH message has 
come from. The return SEARCH message will of course only return to the local 
controller which sent it out (the first local controller). (It will only be relayed 
by meters associated with that local controller; and if it happens to reach a 
second local controller, that local controller will ignore it because the local 
controller label in the label sequence of the message will not match that of the 
second local controller.) If the return SEARCH message contains a label inclu- 
ding the distinguisher of a second local controller, the first local controller will 
ignore that meter. 

This principle may be modified by including a hop count (or distance) reg- 
ister 30 in each meter. When a local controller finds a meter without a label, it 
will send a NAME message to it containing not only a label (including the local 
controller distinguisher) but the hop count from the local controller to the meter, 
and the meter will store this hop count in its H register 30. If the meter 
subsequently receives a SEARCH message, it will respond by returning its hop 
count along with its label. 
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If a second, local controller sends out a SEARCH message and receives a 
return message including a label associated with the first local controller, it will 
also receive the hop count for the distance between the meter and the first local 
controller. If that distance is substantially greater than the meter's distance 
from the second local controller, the second local controller can send back a 
RENAME message which renames the meter with a label associated with the second 
local controller. (The RENAME message will a-lso require the meter to send back 
its identifier, so that the second local controller can maintain its topology table.) 

In due course, the first local controller will find that the meter has dis- 
appeared from its topology table, and will therefore update that table according!. 
It may find, the meter responding to SEARCH message (as an apparently new 
meter),- but it will find that the meter's distance from it is greater than the 
meter's distance from the second local controller, so it will therefore ■ not attempt 
to recapture the meter for itself. 

The distribution of meters among several local controllers will therefore 
gradually become rationalized. The value of the hop count difference at which 
one local controller is allowed to capture a meter from another local controller 
sets the balance between instability on the one hand and possible persistent 
imbalance between the regions of control the different local controllers on the 
other. 

It is of course desirable for hop counts of the meters to be maintained ar. 
updated by the background topology maintenance processes of the local control- 
lers which control the meters. 

In the system as so far described, if a meter is owned by one local control- 
ler, it may hear messages from another local controller but will ignore them 
(unless they are SEARCH messages, as just discussed). It may be desirable to 
modify the meters so that a meter which hears a message from another local 
controller records that fact (together with the identity of that local controller). 
When the meter receives a message from its own local controller, it can set an 
indicator in the return version of the message to indicate that it has heard a 
message from another local controller (or include the identity of that other local 
controller). This information can then be used by the local controllers con- 
cerned to change the ownership of the meter if desired. 
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Those adjacent .oca. controllers can then communicate with those meters without 
having to change the ownership of the meters. When the fai.ed ,oca. controller 
resun.es operation, it wi.l not have to re-establish ownership of its me ters: al. 

that will be necessary is for its iHpnf,^^=f,- ^ 

y or its identification codes to be withdrawn from the' 

other local controllers. 



Link boxes 



Although, as noted above, most LV mains systems are fed from only one 
switching and transformer .station, it is possible for a part of an LV mains 
system to be fed from more than one such station, as also noted above Tl 
can happen as a result of a permanent connection. ,t is more usual, however 
for the mains systems fed by the different switching and transformer stations to 
be coupled via link boxes. The mains systems fed by the different switching 
and transformer stations are therefore normally separate. 

However, if the load on a particular nart «r = ™ ■ 

Funicular part of a mains system is too great 

for its switching and transformer station k^-h u 

station to handle, the supply to that part of 

the mains system can be supplements , . . . 

uppiemented from a neighbouring switching and trans- 

former station via a Unk box. Similarly, if one switching and transformer sta- 
tin should suffer a fau.t. its mains system can temporarily be supp.ied from one 
or more neighbouring switching and transformer stations via link boxes. 

The messages of the present signalling system will generally pa 5S through 

conventional link box. This will r^nit x* • 

win result in potential conflicts between adjacent 

.oca, contro.lers. which can be resolved as discussed above. However, it i s 
preferred to modify the link boxes by including a low pass filter in the mains 

circuit and a special type of unit a ^ - ^ . 

ltf a Iink ur,lt - which is coupled to all the mains 

systems connected to the link- box (A h^l- >-> 

dox. (A link box may connect more than two mains 

systems.) 

The low pass mains filter nr-*»vor^^ 

llter P reve "ts the messages of the present system from 

passing directly through the link box ^„^k ^ r i*. 

& ixnn dox. such a filter can readily be formed by a 

suitable inductance and capacitance. Since the signal frequencies are some 3' 

orders of magnitude above the mains frequency, exce.lent blocking of signals can 

easily be achieved with no significant effect on the mains supply. 
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Bail inm s 

1 A remote mains meter control system comprising a mains system (10-14), a 
central station (LC), and a plurality of meters (Ul-Ull) communicating with the 
central station by means of messages passed over the mains system, characterized 
in that substantially all of the meters <Fig. 3) act also as message forwarding 
(relay) units. 

2 A remote mains meter control system according to claim 1, characterized 
that the central station includes, in each message, a list (label list) (eg LC-U3-U7) 
of all meters (U3) which are to forward the message on its route to the final 
destination meter (U7). 

3 A remote mains meter control system according to claim 2, characterized in 
that each meter deletes its label from label list on the return journey (1) of the 
message to the central station. 

4 A remote mains meter control system according to claim 2, characterized in 
that each meter, on the outward journey (O) of the message to the final destina- 
tion meter, deletes the label of the preceding label from the label list and stores 
that label, and, on the return journey of the message to the central station, adds 
the stored label to the message as its immediate next destination unit. 

5 A remote mains meter control system according to any previous claim, char- 
acterized in that to determine the topology of the system, the centra) station 
sends out enquiry (SEARCH) messages which request meters hearing them to res- 
pond with their identifications. 

6 A remote mains meter control system according to claim 5, characterized in 
that the central station includes a topology table (36, Fig. 4) for storing the 
pairs of meters which can hear each other. 

7 A remote mains meter control system according to claim 6, characterized in 
that when the central station finds that a meter or group of meters is no longer 
accessible, it transfers the respective entries from the topology table to an 
archive store. 
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